
[image: image1.jpg]N\
CARRLIRONICS | oshZizone

A division of Cardtronics Europe




	
	Form R/A 3
Type of Assessment: NEW


Risk Assessment

Box 1
	Company:
	Cashzone
	Assessment No:
	E011749

	Name of assessor:
	Damian Knapp
	Assessment Date:
	10/10/2014

	Telephone(s):
	01707248938 / 07738507762
	Last Assessed:
	N/a

	Email(s):
	dknapp@cardtronics-eu.com
	Review Date:
	N/a


Box 2

	Background

	Location - NW5 4DS - Alidinas (CZI), 189 Queen Crescent, LONDON
Area Crime (Ward, Post code etc) – 100 cases per month. Primary focus Anti-Social Behaviour by groups of youths, Drugs and alcohol misuse / disorder, Burglary
Site Information - I can see that there is internal CCTV and there is an alarm which is monitored by ADT. There is no access to the rear of the building and there are offices above the shop. ATM going into secure room. 
ATM Location – on the left side wall, ATM to be located to the far right hand side



	Replenishment Regime and Physical Security Information

	Who conducts the cash replenishment
	Green Team

	Who holds ATM Pod access keys
	Green Team, Engineer for this area, Head office security team, Head office cash team

	Opening times
	06:00 – 22:00

	Can access be gained to building Outside Opening Hours
	No

	Is a key-holder required
	Yes

	Is the building fitted with working Intruder Detection System
	There is an alarm which is monitored by ADT

	Are adjacent premises occupied at time of survey
	Yes

	Is there working CCTV System
	Yes

	Is the immediate external area in front of the ATM site fitted with Bollards
	No

	Does the premises have 24x7 Security Officers present (shopping malls)
	No

	Is access to the room/pod via an external (direct from pavement) or internal door
	Internal

	Other security measures.
	ATM comes fitted with 12mm mild composite safe, single way boltwork and a relocker.

	
	ATM located in interior secure room

	
	


Box 3

	Methods of Attack Considered
	Risk Assessment
	Likelihood
	Control Measures
	Post-Control

	
	
	T
	L
	P
	
	T
	L
	P

	ATM Attacked In-Situ – This is the most common type of physical attack on ATMs and includes loss of codes, keys or attack by power tools
	
	1
	1
	1
	Procedures in place for key monitoring and code security
ATM has 12mm mild composite safe, single way boltwork and a relocker.
	
	
	

	ATM Replenishment – Attacks on Cash in Transit (CIT) couriers or others replenishing / servicing the ATM.  This could be as a result of detailed planning or by the opportunist
	
	1
	1
	1
	Multiple procedures and training for staff in place, PPE, Reporting procedures and devices,  lone worker devices
	
	
	

	ATM Ram Raid – raids using large construction vehicles or similar type vehicles to damage the ATM sufficiently to access the cash (ATM remains on site)
	
	1
	4
	5
	ATM is secured to the floor with multiple heavy duty bolts. MO very unlikely with this deployment type
	
	
	

	ATM Removed from Premises (drag outs) – where the ATM is removed from its location to another location and attempts are then made to gain access to the cash - often large construction vehicles or other vehicles are used during these attacks
	
	1
	4
	5
	ATM is secured to the floor with multiple heavy duty bolts. MO very unlikely with this deployment type
	
	
	

	Cutting of Signalling paths – often a prelude to an attack on the ATM.  Attackers cut the alarm lines and monitor reaction times to the resultant alarm activation.  If the response is not visible or dedicated the attackers may then attack the premises and gain entry before attacking the ATM
	
	1
	4
	15
	Pathways are connected to sites own connections to the internet and phone line
	
	
	

	Fraud against ATM users - skimming devices, card traps, Lebanese loops etc. Devices placed on the ATM to de-fraud those legitimately using the machine
	
	3
	4
	5
	Procedures for reporting, removal and investigation of devices. No physical protection
	
	
	

	Attacks on ATM customers - shoulder surfing, distraction thefts of various nature. Tactic employed by offenders to steal from customers using the ATM
	
	1
	4
	15
	There is nothing we can put in place to prevent this 
	
	
	

	ATM Gas / Explosive Attack - where a substance is introduced to the ATM and an explosion used to access the cash inside the ATM
	
	1
	4
	15
	This area has not got a history of this attack MO on our estate. There are currently no measures we can place to combat the type of MO used in this attack
	
	
	

	Door Pull – Where a hook or similar is used on the corner of the dispenser against the safe door after removal of the outer pod. It is then attached to a vehicle in an attempt to force the safe open
	
	1
	4
	1
	Very unlikely to happen on this deployment type of ATM. No measures in place to combat this
	
	
	


Key: 
This is the risk assessment key which will give a score for an ATM before any threat mitigations are put in place. Use the scores for each Threat (T), Likelihood(L) and Probability(P) and record these in the column ‘Likelihood’ in Box 3 for each ‘Method of Attack Considered’
Following control measures being applied to reduce the risk (recorded in the column so named), re assess the Threat (T), Likelihood(L) and Probability(P) scores and show this in the column ‘Post Control’

	Risk Rating
	Rating Action Bands

	Threat (T)
	Likelihood (L)
	Probability (P)
	Summary

	1 There is little or no crime against financial institutions in the local or geographical area and no known specific threat
	1 Remote - multiple layers of effective countermeasures exist and adversaries would have considerable difficulty in exploiting the ATM
	1- 2 Minimal Risk 
	All accepted security measures in place AND all reasonable precautions taken 

	2 A low degree of crime against financial institutions exists in the local geographical area; however, there is no known specific threat
	2 Possible - there are effective countermeasures in place


	2 – 5 Low Risk
	Minor security weaknesses to accepted standards – minor changes required

	3 There is a degree of crime against financial institutions in the local geographical area; however, there is no known specific threat
	3 Probable - there are effective countermeasures in place, however, one or more weakness exists which adversaries would be capable of exploiting
	6 – 11 Moderate Risk
	Moderate security weaknesses to accepted standards – some changes required

	4 Activities in the local or geographical area identify a specific type of threat
	4 Likely to occur - although there are some countermeasures in place there are still multiple weaknesses through which adversaries would, with knowledge of the asset, be capable of exploiting
	12 - 16 High Risk
	Major security weaknesses resulting in failure to meet accepted standards (either physical or procedural) – major changes required
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