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Information Commissioner’s Office website:

+ https://ico.org.uk/for-organisations/guide-to-data-
protection/

+ https://ico.org.uk/media/for-organisations/guide-
to-data-protection-2-2.pdf

+ https://ico.org.uk/media/for-organisations/
documents/1542 /cctv-code-of-practice.pdf

+ https://ico.org.uk/media/for-organisations/
documents/1595/pia-code-of-practice.pdf

ACPO Security systems policy & guidance notes
standards.

ACPO — Secured by Design Guidelines for Commercial
Development

Centre for the Protection of National Infrastructure
Guides - http://www.cpni.gov.uk/Security-Planning/
Standards-and-specifications

Quality assurance system to ISO 9001 standards

for services supplied, which shall have a current
accreditation certificate in place awarded by either NSI
or SSAIB.

NSI (NACOSS) Gold standard, SSAIB equivalent or ACPO
approved equivalent schemes.

NFPA 730 : Guide for Premises Security

NFPA 731 : Installation of Electronic Security Systems
Equality Act:2010 Compliance

BS ISO/IEC 27001:2013 : Information technology.
Security techniques. Information security management
systems. Requirements

BS ISO/IEC 19794:2005 Information Technology.
Biometric data interchange.

A2 Electronic Access Control System

BS EN 60839-11-1:2013 Alarm and electronic security
systems. Electronic access control systems. System and
components requirements

BS 8220-1 2000: Guide for the security of buildings
against crime.

BS ISO/IEC 15457-1 Identification cards. Thin flexible
cards. Physical characteristics.

BS EN 50518-1:2013 : Monitoring and alarm receiving
centre. Location and construction requirements

BS EN 50518-2:2013 : Monitoring and alarm receiving
centre. Technical requirements

BS EN 50518-3:2013 : Monitoring and alarm receiving
centre. Procedures and requirements for operation

BS 8591:2014 : Remote centres receiving signals from
alarm systems. Code of practice

BS 8473:2006 Intruder and hold-up alarm systems.
Management of false alarms.

ISO 15693 Identification Cards — Contactless integrated
circuit cards — Vicinity Cards

ISO 7810, 7811 and 18555 Identification cards —
Physical characteristics

LFEPA Guidance Note 64 (determines colour, engraving
and operation)

BS ISO/IEC 19794:2005 Information Technology.
Biometric data interchange

NACP 30 — NSl code of practice for access control
standards.

NFPA series of guides with specific reference to
emergency exit, panic exit and any delayed egress
requirements. Where there is a conflict between the
British standards and NFPA, then NFPA shall take
precedence due to the fact that the fire system is being
designed to be NFPA compliant with civil defence
approval required.

Institute of Electrical and Electronics Engineering
(IEEE), including IEEE802.3af and IEEE802.3at.

EN 13633 - Building hardware — Electrically controlled
panic exit systems for use on escape routes

EN 13637 — Electrically controlled emergency exit
systems for use on escape routes

EN 14846 - Building hardware. Locks and latches.
Electromechanically operated locks and striking plates.

BS EN 1125 - Building hardware - Panic exit devices
operated by a horizontal bar, for use on escape routes

BS EN 179 Building hardware. Emergency exit devices
operated by a lever handle or push pad. Requirements
and test methods.

EN 50133-7 Alarm systems — Access control systems
for use in security applications: Part 7. Application
guidelines.

EN 50133 Suite of standards for alarm systems. Access
Control systems for use in security applications.

BS 7799-1 Information security management — Part 1:
Code of practice for information security management.

BS ISO/IEC 15457-1:2001 Identification cards. Thin
flexible cards. Physical characteristics.

BS ISO/IEC 19794:2005 Information Technology.
Biometric data interchange.

ISO 14443 A or B standard Identification cards —
Contactless integrated circuit cards — Proximity cards

BS 5979: 2000 Remote centres receiving signals from
fire and security systems. Code of practice.

BS 7273-4:2015 Code of Practice for the operation of
fire protection measures - Part 4: Actuation of release

mechanisms for doors.

LPS 1188 — Specification for Combined Technology
Intruder Alarms Movement Detectors.
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